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Terms of Service
Effective date: 1 June 2026
Version: 1.0
Operator: 0xposed — a worldwide, decentralised initiative supporting victims of cryptocurrency theft. 
No registered legal entity at this stage; structure may evolve into a DAO or another form. See "Operating 
model" section below.
Platform: https://0xposed.io
Single contact point: contact@0xposed.io

Operating model — please read first

0xposed is currently a worldwide, informal initiative. It does not have a registered legal entity, a corporate 
seat, or a designated governing-law jurisdiction at this stage. Its structure may evolve into a DAO or another 
legal form. Throughout these Terms, references to "we", "us" and "0xposed" mean the people who 
collectively operate the Platform. The single point of contact for any matter is contact@0xposed.io.

These Terms of Service ("Terms") govern your access to and use of the website and services available at 
https://0xposed.io (the "Platform").

Please read these Terms carefully. By accessing or using the Platform, you agree to be bound by them. 
If you do not agree, do not use the Platform.
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1. Acceptance of these Terms

By accessing or using the Platform, you agree to be bound by these Terms. These Terms apply to all 
visitors, contributors, victims submitting cases, and community participants.

2. Who we are; what 0xposed is and is not

0xposed is a worldwide, informal initiative supporting victims of cryptocurrency theft. At the date of 
these Terms, it has no registered legal entity. Its structure may evolve into a DAO or another legal form. 
The Platform offers:

• a public radar of reported crypto-security incidents;

• a private intake channel for victims to submit cases;

• a community space for testimonials and comments.

The Platform is not: a regulated investment service; a lawyer or law firm; a financial advisor; a fund-
recovery service; a law-enforcement agency; or an arbitrator of disputes between users and third 
parties. Content on the Platform consists primarily of reports made by users and third parties and has 
not necessarily been independently verified. Entries on the radar describe alleged incidents — they 
are not determinations of guilt.

3. Eligibility

You must be at least 18 years old (or the legal age of majority in your jurisdiction) and not on any 
applicable sanctions list to use the Platform.

4. Accounts

If we offer account registration: you are responsible for the confidentiality of your credentials and for all 
activity under your account. You must provide accurate information and promptly notify us of any 
unauthorised use at contact@0xposed.io.

5. The Services in detail

5.1 Public radar

The public radar is accessible to anyone. Verified contributors and partners may submit entries; we may 
also publish entries based on case intake (subject to redaction).

5.2 Confidential case intake

A private form for victims. Submitting information does not create a contract for any specific outcome 
(see §10). We may, in our discretion, refer your case to a partner or to law enforcement, with your 
consent where required.
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5.3 Community

Testimonials and comments are public and may be indexed by search engines.

6. User content; licence; warranties

By submitting any content (radar reports, testimonials, comments, evidence files — collectively, "User 
Content") you grant us a worldwide, royalty-free, non-exclusive licence to host, store, display, 
reproduce, adapt, translate, and publish your User Content, and to share it with security-firm partners 
and law-enforcement authorities, solely for the purposes set out in our Privacy Policy and these Terms. 
This licence terminates on lawful deletion of the User Content from the Platform, except (a) for backup 
copies for the period stated in our Privacy Policy and (b) where retention is required by law.

You retain ownership of your User Content.

You warrant that:

• you have all rights necessary to submit the User Content;

• the User Content does not infringe any third-party right (privacy, intellectual property, 
defamation, trade secret);

• statements you submit are, to the best of your knowledge, truthful and substantiated by 
evidence;

• you have not received any payment or benefit in exchange for making a report.

7. Acceptable use; prohibited content

You agree not to use the Platform to:

• post content that is unlawful, defamatory, hateful, harassing, or violates privacy or IP rights;

• file knowingly false reports or accuse identifiable parties without a good-faith factual basis;

• dox or publish non-public personal data of third parties beyond what is necessary for the report;

• attempt unauthorised access, scrape data systematically, or interfere with the Platform's 
operation;

• use the Platform for advertising or commercial promotion;

• use the Platform to threaten, extort, or coerce any person.

A more detailed list will be set out in our Acceptable Use Policy, which (once published) will be 
incorporated into these Terms by reference.

8. Notice-and-action (DSA Art. 16)

If you believe content on the Platform is illegal, inaccurate, or violates a third-party right (including 
yours), submit a notice to contact@0xposed.io containing:

• your name and contact details (you may request anonymity in the publication of the outcome 
where the law permits);

• the exact URL of the content;
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• a clear and substantiated explanation of why the content is alleged to be illegal or inaccurate, 
with evidence;

• a declaration that the information in the notice is accurate and complete.

For copyright or trademark complaints, please use the procedure set out in our (forthcoming) DMCA / IP 
Takedown Policy.

We acknowledge receipt of notices without undue delay. We decide whether to take action (remove, 
restrict visibility, label, leave online) in a timely, diligent, non-arbitrary and objective manner. Where the 
notice concerns the accuracy of personal data about you, your statutory rights under the GDPR 
(rectification, erasure) apply in parallel and are not waived by this procedure.

9. Statement of reasons; appeals (DSA Arts. 17 & 20)

If we take action against your content or account, we will provide a clear and specific statement of 
reasons (insofar as we have your contact details). You may submit a complaint to contact@0xposed.io 
within six months. Decisions on appeals are not made solely on the basis of automated means; they 
involve human review. We will inform you of the decision without undue delay.

Within the EU, you may also use an out-of-court dispute settlement body certified under DSA Art. 21.

10. Disclaimers — no advice; no guarantee of recovery
THE PLATFORM AND ALL CONTENT, SERVICES AND FEATURES ARE PROVIDED "AS IS" AND "AS AVAILABLE" 
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, TO THE MAXIMUM EXTENT PERMITTED BY LAW. WE 
DISCLAIM ALL WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, ACCURACY, 
COMPLETENESS, AND NON-INFRINGEMENT.

0xposed does not provide legal, financial, investment, or tax advice. Nothing on the Platform is advice. 
Always consult a qualified professional.

0xposed does not promise, guarantee or warrant the recovery of any stolen, lost or misappropriated 
cryptocurrency or funds, the identification of any wrongdoer, the issuance of any decision by law 
enforcement, or any other specific outcome. Beware of recovery scams; we will never ask you for an 
advance fee.

Where we name protocols, projects, addresses, or individuals on the radar, we do so based on reports 
and OSINT we receive and label them as "alleged" unless and until a competent authority has reached a 
binding finding. We make reasonable efforts to verify, but we do not guarantee accuracy.

Nothing in these Terms excludes or limits any liability that cannot be excluded under applicable law 
(including liability for death, personal injury caused by negligence, fraud, or breach of mandatory 
consumer rights under Union/Member-State law).

11. Limitation of liability

Subject to the final paragraph of §10, our aggregate liability arising out of or in connection with the 
Platform — whether in contract, tort (including negligence), or otherwise — shall not exceed the greater 
of (a) one hundred euros (€100) or its equivalent in your local currency, or (b) any amount actually paid 
by you to us in the 12 months preceding the event giving rise to liability. We shall not be liable for 
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indirect, consequential, special, punitive or exemplary damages, including loss of profits, loss of data, 
loss of goodwill or business interruption.

12. Indemnification

You agree to indemnify and hold harmless 0xposed and its contributors, operators and volunteers from 
any claim, loss or expense (including reasonable legal fees) arising out of your User Content, your breach 
of these Terms, or your violation of any applicable law or third-party right.

13. Intellectual property

The Platform's design, code, branding, original editorial content and aggregated data are owned by 
0xposed (collectively, by its current operators and contributors) or its licensors. We grant you a 
personal, non-commercial, non-transferable, revocable licence to use the Platform in accordance with 
these Terms. No other rights are granted. You may not scrape, mirror, or build derivative databases 
without our written consent.

14. Third-party services and links

The Platform may link to third-party sites, including those of security-firm partners. We are not 
responsible for their content or practices. Use at your own risk.

15. Privacy and cookies

Your use of the Platform is governed by our Privacy Policy and our Cookie Policy, each of which forms 
part of these Terms.

16. Termination and suspension

We may suspend or terminate your access to the Platform, with or without notice, if you breach these 
Terms, if required by law, or to protect the Platform, our users, or third parties. We may remove or 
restrict User Content under our notice-and-action procedure. You may stop using the Platform at any 
time. Sections that by their nature survive termination (notably §§10, 11, 12, 13, 17) shall so survive.

17. Governing law and dispute resolution

0xposed has no registered seat at this stage and operates worldwide. Accordingly:

• if you are a consumer, you benefit from the mandatory consumer-protection rules of the law of 
your country of habitual residence, and may bring proceedings in the courts of that country. 
Nothing in these Terms deprives you of those rights.

• for any other dispute, the parties shall first seek to resolve the matter amicably by contacting us 
at contact@0xposed.io. If no amicable resolution is reached within 30 days, the dispute may be 
referred to the competent court of the user's habitual residence or, where the user is not a 
consumer, to any court with jurisdiction under applicable conflict-of-laws rules.
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Once 0xposed is formally incorporated, these Terms will be updated to designate a specific governing 
law and dispute-resolution forum. Until then, no governing law is imposed on consumers.

18. Changes to these Terms

We may amend these Terms, in particular when 0xposed transitions to a formal legal structure. If the 
change is material we will give you at least 30 days' notice via the Platform or by email. Continued use 
after the effective date constitutes acceptance.

19. Miscellaneous

• Severability: if any provision is unenforceable, the rest remains in force.

• Entire agreement: these Terms together with the Privacy Policy and the Cookie Policy constitute 
the entire agreement between you and us. Once published, the Acceptable Use Policy, Law 
Enforcement Guidelines, DMCA/IP Takedown Policy, and Disclaimer & Risk Notice will be 
incorporated by reference.

• No waiver: our failure to enforce any provision is not a waiver.

• Assignment: you may not assign without our consent; we may assign with notice, in particular in 
the context of a transition from informal initiative to a DAO or other legal entity.

• Force majeure: we are not liable for events beyond our reasonable control.

20. Contact

For all matters — general questions, legal, notice-and-action, privacy, DMCA/IP, law enforcement, 
appeals — please write to:

contact@0xposed.io

These Terms of Service were last updated on the effective date shown above. They must be reviewed by qualified 
legal counsel before publication. 0xposed will revise these Terms when a formal legal entity is constituted, to 
designate governing law, dispute-resolution forum, and (where required) an EU/UK Representative.
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